‘, EURONEXT

JOB DESCRIPTION

Job Title : Security Testing Analyst — Trainee

Type of Contract : Internship

Department : Information Security — AET

Report Line : Information Security Assessment & Exploitation Team

Role Profile |

The Information Security Assessment & Exploitation team is currently responsible for the
identification, tracking and mitigation of security weakness and vulnerabilities globally for Euronext
and its subsidiaries.

The goal of this internship is to enhance our security testing coverage by performing security tests,
review security issues from our internal tools, test new tools to coverage new battery of tests, etc.
It will be a good opportunity to learn and grow as a security tester with unique opportunity to
engage with team of professionals and work with multiple security testing tools.

Key Accountabilities |

Perform Penetration Tests on multiple applications and infrastructure
Review and assess vulnerabilities identified by automated tools
Research and test new attack vectors

Purpose mitigation actions to reduce the risk of a cyberattacks.

Required Skills & Experience |

Basic knowledge about security vulnerabilities (how to identify and mitigate).

Basic knowledge of security best practices and guidelines (OWASP, NIST).

Knowledge of IT infrastructure and security specific controls.

Good written and verbal communications skills.

Good organisational skills.

Be able to work well under pressure.

Knowledge of Windows and Linux operating systems and supporting infrastructure
elements.

Core Values

Unity

- We respect and value the people we work with
- We are unified through a common purpose

- We embrace diversity and strive for inclusion

Integrity

- We value transparency, communicate honestly and share information openly
- We act with integrity in everything we do

- We don’t hide our mistakes, and we learn from them
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Agility

- We act with a sense of urgency and decisiveness

- We are adaptable, responsive and embrace change
- We take smart risks

Energy

- We are positively driven to make a difference and challenge the status quo
- We focus on and encourage personal leadership

- We motivate each other with our ambition

Accountability

- We deliver maximum value to our customers and stakeholders
- We take ownership and are accountable for the outcome

- We reward and celebrate performance

To apply for this job send your CV and Cover Letter to prt_traineeprogram@euronext.com
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