
  
 

 

  

PRIVATE 

 
Document title 

INFORMATION SECURITY CONTROLS 

ISO/IEC 27001:2013 SoA 

 
Document type or subject 

BCMS-ISMS 

Revision number Date 

Revision Number: 3.0 June 2023 

Number of pages Author 

14  IT Governance & Cybersecurity 
 

 

 

 

 

 

 

 

 

 

 

 

This publication is for information purposes only and is not a recommendation to engage in investment activities. This 
publication is provided “as is” without representation or warranty of any kind. Whilst all reasonable care has been taken 
to ensure the accuracy of the content, Euronext does not guarantee its accuracy or completeness. Euronext will not be 
held liable for any loss or damages of any nature ensuing from using, trusting, or acting on information provided. No 
information set out or referred to in this publication shall form the basis of any contract. The creation of rights and 
obligations in respect of financial products that are traded on the exchanges operated by Euronext’s subsidiaries shall 
depend solely on the applicable rules of the market operator. All proprietary rights and interest in or connected with this 
publication shall vest in Euronext. No part of it may be redistributed or reproduced in any form without the prior written 
permission of Euronext.  

Euronext refers to Euronext N.V. and its affiliates. Information regarding trademarks and intellectual property rights of 
Euronext is located at euronext.com/terms-use. 

© 2022, Euronext N.V. - All rights reserved.  

https://www.euronext.com/terms-use


   

© 2023, Euronext  2 of 8  

Revision Number: 3.0 

 

PRIVATE 

Preface 

PURPOSE & SCOPE 

Euronext Clearing operates an Information Security Management System which complies with 

the requirements of ISO/IEC 27001:2013 for the following scope: Regulated processes 

supporting Cassa di Compensazione e Garanzia institutional activities (also known as Euronext 

Clearing), with a specific focus on CCP and Risk Management services. 

This document details the Information Security controls that are applicable / not applicable to 

Euronext Clearing, as per Annex A of ISO/IEC 27001:2013. The document is called Statement 

of Applicability (SoA). 

The SoA is reported below.  

 

WHAT’S NEW? 

The following lists only the most recent modification made to this revision/version. For the 

Document History table, see the Appendix. 

VERSION NO. DATE AUTHOR CHANGE DESCRIPTION 

3.0 19/06/2023 IT Governance & Cybersecurity Annual update 

APPROVAL 

VERSION NO. DATE NAME ROLE ACTION 

3.0 19/06/2023 A. M. Fonzo Head of BC&SM and CISO Approval 

DOCUMENT INFORMATION 

 

OWNER REVIEW APPROVAL STORAGE 

IT Governance & 

Cybersecurity 

Annual (more 

frequently if needed) 

Annual G:\BCMS-ISMS 

DISTRIBUTION LIST 

Available only for certification body  
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1. ISO/IEC 27001:2013 STATEMENT OF APPLICABILITY  

 

Please refer to Annex A of ISO/IEC 27001:2013 for the description of controls and to ISO/IEC 

27002:2013 for the application of controls. 

# Controls listed in ISO 27001:2013 Annex A  APPLICABILITY 

A.5 Information security policies  

A.5.1.1 Policies for information security Applicable 

A.5.1.2 Review of the policies for information security Applicable 

A.6 Organization of information security 

A.6.1.1 Information security roles and responsibilities Applicable 

A.6.1.2 Segregation of duties Applicable 

A.6.1.3 Contact with authorities Applicable 

A.6.1.4 Contact with special interest groups Applicable 

A.6.1.5 Information security in project management Applicable 

A.6.2.1 Mobile device policy Applicable 

A.6.2.2 Teleworking Applicable 

A.7 Human resource security 

A.7.1.1 Screening Applicable 

A.7.1.2 Terms and conditions of employment Applicable 

A.7.2.1 Management responsibilities Applicable 

A.7.2.2 Information security awareness, education and training Applicable 

A.7.2.3 Disciplinary process Applicable 

A.7.3.1 Termination or change of employment responsibilities Applicable 

A.8 Asset management 

A.8.1.1 Inventory of assets Applicable 

A.8.1.2 Ownership of assets Applicable 

A.8.1.3 Acceptable use of assets Applicable 

A.8.1.4 Return of assets Applicable 

A.8.2.1 Classification of information Applicable 

A.8.2.2 Labelling of information Applicable 

A.8.2.3 Handling of assets Applicable 

A.8.3.1 Management of removable media Applicable 

A.8.3.2 Disposal of media Applicable 

A.8.3.3 Physical media transfer Applicable 
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# Controls listed in ISO 27001:2013 Annex A  APPLICABILITY 

A.9 Access control 

A.9.1.1 Access control policy Applicable 

A.9.1.2 Access to networks and network services Applicable 

A.9.2.1 User registration and de-registration Applicable 

A.9.2.2 User access provisioning Applicable 

A.9.2.3 Management of privileged access rights Applicable 

A.9.2.4 Management of secret authentication information of 

users 
Applicable 

A.9.2.5 Review of user access rights Applicable 

A.9.2.6 Removal or adjustment of access rights Applicable 

A.9.3.1 Use of secret authentication information Applicable 

A.9.4.1 Information access restriction Applicable 

A.9.4.2 Secure log-on procedures Applicable 

A.9.4.3 Password management system Applicable 

A.9.4.4 Use of privileged utility programs Applicable 

A.9.4.5 Access control to program source code Applicable 

A.10 Cryptography 

A.10.1.1 Policy on the use of cryptographic controls Applicable 

A.10.1.2 Key management Applicable 

A.11 Physical and environmental security 

A.11.1.1 Physical security perimeter Applicable 

A.11.1.2 Physical entry controls Applicable 

A.11.1.3 Securing offices, rooms and facilities Applicable 

A.11.1.4 Protecting against external and environmental threats Applicable 

A.11.1.5 Working in secure areas Applicable 

A.11.1.6 Delivery and loading areas Applicable 

A.11.2.1 Equipment siting and protection Applicable 

A.11.2.2 Supporting utilities Applicable 

A.11.2.3 Cabling security Applicable 

A.11.2.4 Equipment maintenance Applicable 

A.11.2.5 Removal of assets Applicable 

A.11.2.6 Security of equipment and assets off-premises Applicable 

A.11.2.7 Secure disposal or re-use of equipment Applicable 
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# Controls listed in ISO 27001:2013 Annex A  APPLICABILITY 

A.11.2.8 Unattended user equipment Applicable 

A.11.2.9 Clear desk and clear screen policy Applicable 

A.12 Operations security 

A.12.1.1 Documented operating procedures Applicable 

A.12.1.2 Change management Applicable 

A.12.1.3 Capacity management Applicable 

A.12.1.4 Separation of development, testing and operational 

environments 
Applicable 

A.12.2.1 Controls against malware Applicable 

A.12.3.1 Information backup Applicable 

A.12.4.1 Event logging Applicable 

A.12.4.2 Protection of log information Applicable 

A.12.4.3 Administrator and operator logs Applicable 

A.12.4.4 Clock synchronisation Applicable 

A.12.5.1 Installation of software on operational systems Applicable 

A.12.6.1 Management of technical vulnerabilities Applicable 

A.12.6.2 Restrictions on software installation Applicable 

A.12.7.1 Information systems audit controls Applicable 

A.13 Communications security 

A.13.1.1 Network controls  Applicable 

A.13.1.2 Security of network services Applicable 

A.13.1.3 Segregation in networks Applicable 

A.13.2.1 Information transfer policies and procedures Applicable 

A.13.2.2 Agreements on information transfer Applicable 

A.13.2.3 Electronic messaging Applicable 

A.13.2.4 Confidentiality or non-disclosure agreements Applicable 

A.14 System acquisition, development and maintenance 

A.14.1.1 Information Security requirements analysis and 

specification 
Applicable 

A.14.1.2 Securing application services on public networks Applicable 

A.14.1.3 Protecting application services transactions Applicable 

A.14.2.1 Secure development policy Applicable 

A.14.2.2 System change control procedures Applicable 
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# Controls listed in ISO 27001:2013 Annex A  APPLICABILITY 

A.14.2.3 Technical review of applications after operating 

platform changes 
Applicable 

A.14.2.4 Restrictions on changes to software packages Applicable 

A.14.2.5 Secure system engineering principles Applicable 

A.14.2.6 Secure development environment Applicable 

A.14.2.7 Outsourced development Not applicable 

A.14.2.8 System security testing Applicable 

A.14.2.9 System acceptance testing Applicable 

A.14.3.1 Protection of test data Applicable 

A.15 Supplier relationships 

A.15.1.1 Information security policy for supplier relationships Applicable 

A.15.1.2 Addressing security within supplier agreements Applicable 

A.15.1.3 Information and communication technology supply 

chain 
Applicable 

A.15.2.1 Monitoring and review of supplier services Applicable 

A.15.2.2 Managing changes to supplier services Applicable 

A.16 Information security incident management 

A.16.1.1 Responsibilities and procedures Applicable 

A.16.1.2 Reporting information security events Applicable 

A.16.1.3 Reporting information security weaknesses Applicable 

A.16.1.4 Assessment of and decision on information security 

events 
Applicable 

A.16.1.5 Response to information security incidents Applicable 

A.16.1.6 Learning from information security incidents Applicable 

A.16.1.7 Collection of evidence Applicable 

A.17 Information security aspects of business continuity management 

A.17.1.1 Planning information security continuity Applicable 

A.17.1.2 Implementing information security continuity Applicable 

A.17.1.3 Verify, review and evaluate information security 

continuity 
Applicable 

A.17.2.1 Availability of information processing facilities Applicable 

A.18 Compliance 

A.18.1.1 Identification of applicable legislation and contractual 

requirements 
Applicable 
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# Controls listed in ISO 27001:2013 Annex A  APPLICABILITY 

A.18.1.2 Intellectual property rights Applicable 

A.18.1.3 Protection of records Applicable 

A.18.1.4 Privacy and protection of personally identifiable 

information 
Applicable 

A.18.1.5 Regulation of cryptographic controls Applicable 

A.18.2.1 Independent review of information security Applicable 

A.18.2.2 Compliance with security policies and standards Applicable 

A.18.2.3 Technical compliance review Applicable 


