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Background (1/2)
▪

EU legislation requires that institutions adequately manage and mitigate operational
risk, which is defined by the Basel Committee on Banking Supervision as:
“The risk of loss, or other adverse consequences to the business, resulting from inadequate or failed
internal processes, people and systems or from external events.”

▪

The Enterprise-wide Risk Management (ERM) is defined by Committee of Sponsoring
Organisation of the Treadway Commission:
“Enterprise risk management is a process, affected by an entity’s board of directors, management,
and other personnel, applied in strategy setting and across the enterprise, designed to identify
potential events that may affect the entity, and manage risk to be within the risk appetite, to
provide reasonable assurance regarding the achievement of entity objectives.”
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Background (2/2)

▪

ERM sets out three lines of defences that ensure sound operational risk governance
Board of Directors
Senior Management
1° Line of Defence
Responsible and accountable
for identifying, assessing,
managing and monitoring
risk.

2° Line of Defence*
Responsible for defining the
risk management process
and adherence to regulatory
framework and for providing
independent challenge to
the first line on risk
management, assessing
related risks and reporting
compliance or any material
issues to the Board.

*Second and Third Lines are independent from the Business Lines

3° Line of Defence*
Provides independent
assurance to the Board and
other key stakeholders over
the effectiveness of the
systems of controls and the
Risk Framework.
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Operational Risk Principles (1/2)

▪

▪

Fundamental principles
▪

The board of directors takes the lead in establishing a strong risk management culture

▪

The Framework is fully integrated into the overall risk management processes

Governance:
▪

The board of directors establishes, approves and periodically reviews the Framework; it
also reviews the risk appetite statement for operational risk that it is willing to take.

▪

Senior management develops for approval by the board of directors a clear, effective and
robust governance structure with well defined, transparent and consistent lines of
responsibility; it implements and maintains throughout the organisation policies, processes
and systems for managing operational risk in all material products, activities, processes and
systems consistent with the risk appetite.
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Operational Risk Principles (2/2)

▪

Risk management environment
▪

Identification and assessment: senior management ensures the identification and
assessment of the operational risk inherent in all material products, activities, processes
and systems; it ensures that there is an approval process for all new products, activities,
processes and systems that fully assesses operational risk.

▪

Monitoring and reporting: senior management implements a process to regularly monitor
operational risk profiles and material exposures to losses. Appropriate reporting
mechanisms are in place at the board, senior management, and business line levels that
support proactive management of operational risk.

▪

Control and mitigation: a strong control environment is in place that utilises policies,
processes and systems, internal controls, risk mitigation and/or transfer strategies.
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Governance
▪

Board of Directors:
▪ Has the final responsibility for managing risks
▪ Defines, determines and documents an appropriate level of Risk Appetite for CC&G

▪

Board of Directors and Senior Management:
▪ Ensure that policies, procedures and controls are consistent with the Risk Appetite
Framework and that policies, procedures and controls actually address how risks are
identified, owned, measured, monitored, managed and reported

▪

Senior Management and Staff:
▪ Are responsible for the day to day management of risk by designing, operating and
maintaining an effective system of internal controls

▪

Chief Risk Officer and Risk Policy Dept.:
▪ Implement the Operational Risk Framework including the
established by the board of directors

policies and procedures
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Operational Risk Management Process
Operational Risk Management is a structured set of processes, functions and resources for
identifying, assessing and controlling operational risks with specific regard to ensuring the
effective prevention and mitigation of such risks. It is documented and responsibilities are clearly
assigned.
Communication
& Consultation
• Ensure that
business and
stakeholders
understand the
basis on which
decisions are
made, and the
reason why
particular
actions are
required

Establishing the
Context
• Define the scope
and criteria for
the rest of the
process

Risk Assessment
• Risk
Identification:
find, recognize
and describe
risks
• Risk Analysis:
understand
nature, causes
and level of risk
• Risk
Evaluation:
compare risk
level to risk
appetite to
assess if it is
acceptable

Risk Treatment
• Select and
implement one
or more
treatment
options

Monitoring &
Review
• Monitor risks
routinely to
determine the
current status
and assess
whether or not
the expected
performance is
achieved
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Risk Appetite Framework

Design

The Risk Appetite Framework is a mechanism for
articulating and monitoring the accepted risk levels: it
sets out the maximum acceptable risk levels to be
taken in achieving CC&G strategy.
It ensures that risks are adequately identified, owned,
measured, monitored, managed and reported.

Learn

Communicate

Board

Risk Appetite governance is a circular process orbiting
around the Board, which is required to have an active
and aware role in setting the risk appetite
CPSS IOSCO (PFMI): “The board should regularly
monitor the FMI’s risk profile to ensure that it is
consistent with the FMI’s business strategy and risktolerance policy.”

Monitor

Implement
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Drivers of Operational Risk Assessment
CC&G Operational Risk Committee
Internal Committee in charge of:
• Supporting/suggesting CEO in riskrelated decision-making process;
• Monitoring/updating CEO in defining
corrective actions.

Audit actions monitoring
Tracking open actions due
to audit findings

Key project status
Key project risk
assessment mapped to
risk categories
• Evaluation of CC&G’s
exposures to risk due to
key project
• Tracking of issues and
deadlines

Operational Incidents
Control/process failure or external
event that results in a material
operational risk exposure
• CC&G Operational Incidents Database
• Incidents statistics

CC&G Risk Questionnaire
BUs self-certification and
self-identified issues

!

Key Risk Indicators
Measurable metrics or indicators
to track CC&G’s exposure to risk
• KRI descriptions and owners
• KRI thresholds and assessment
Recovery Plan
Simulation of stressed scenarios
and impact/likelihood evaluation
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This publication is for information purposes only and is not a recommendation to engage in investment activities. This publication is provided “as is” without representation or
warranty of any kind. Whilst all reasonable care has been taken to ensure the accuracy of the content, CC&G does not guarantee its accuracy or completeness. CC&G will not be
held liable for any loss or damages of any nature ensuing from using, trusting or acting on information provided. No information set out or referred to in this publication shall form
the basis of any contract. The creation of rights and obligations in respect of services provided by CC&G shall depend solely on the applicable rules and /or contractual provisions of
CC&G. All proprietary rights and interest in or connected with this publication shall vest in CC&G. No part of it may be redistributed or reproduced in any form without the prior
written permission of CC&G. CC&G disclaims any duty to update this information. Unauthorised use of the trademarks and intellectual properties owned by the Company or other
Companies belonging to Euronext Group is strictly prohibited and may violate trademark, copyright or other applicable laws.
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